
Private Networks for Mining
An overview of the challenges, market drivers, use-cases and trends 
for private networks for mining. 



Table of Contents
Summary��������������������������������������������������������������������������������������������������������������� 3

Definition of the sector����������������������������������������������������������������������������������������� 5

Key trends, challenges and market drivers���������������������������������������������������������� 6

Key use-cases for private wireless networks in mining���������������������������������������� 9

Private vs. public wireless networks������������������������������������������������������������������� 14

Network deployment decisions and practical considerations��������������������������� 18



Mining is a huge and important sector. It generates 
around $2 trillion in revenues globally, employing perhaps 
20 million people across 50-100,000 sites around the 
world. While some parts of the industry are dominated 
by giant multi-national mining companies, other minerals 
tend to be more localised and involve smaller, national 
firms.

Mining operations are typically conducted in harsh 
environments, across large sites, both above and below 
ground. They may have multiple risk factors, dynamic and 
often “unplannable” working environments, and high 
levels of mechanisation – and, increasingly, automation. 
Prices of minerals can fluctuate hugely, while supply 
chain frictions have multiplied in recent years. As a result, 
industry economics, planning and profitability has become 
less predictable.

As a result, the mining sector has some of the most 
demanding requirements for communications networks 
of any industry vertical. It operates safety-critical 
infrastructure, heavy machinery and numerous vehicles 
over vast areas, often in extremely remote areas – both 
above-ground in pits, and in underground tunnel 

environments. The terrain and operational area changes 
size and shape, which makes permanent wiring another 
challenge. Some sites also have to deal with extra 
concerns such as flammable gases and explosive blasting. 
In developed countries at least, regulatory oversight is 
stringent.

The industry is now becoming even more network-
dependent. With the advent of “smart mining”, the 
industry is further adopting automation, environmental 
sensing, worker-safety and training systems, plus a wide 
variety of asset and productivity management tools. These 
all require more data, enhanced networks and greater 
oversight and security.

This eBook focuses on emerging trends in private 
networks – and especially the use of cellular (3GPP) 
wireless technologies such as 4G/LTE and 5G. Mining 
has been one of the most important early sectors for 
deployment of enterprise-focused mobile networks for 
some time, with fairly widespread use of Private 4G since 
for 6+ years, and ongoing adoption of 5G. Some early 
adopters even had local 2G or 3G networks before 2010. 

Summary



There are currently perhaps 100-200 mines with private 
cellular networks in operation, although hard data is hard 
to compile as many deployments are not publicised. 
Most of these are 4G, although interest in 5G is rapidly 
increasing, with various pilots and trials ongoing.

That said, mining is a very network-diverse sector. As well 
as 4G/5G, trunked radio systems are used for personal 
communications with technologies such as TETRA and 
P25, there is significant adoption of mesh wireless for IoT, 
Wi-Fi is used for enterprise applications and wide-area 
satellite links have been used extensively. Some industrial 
systems have proprietary wireless connectivity. Fibre 
is deployed where it can be safely (and permanently) 
installed.

Over time, some of these use-cases may migrate to 
4G/5G, while other new examples will doubtless emerge 
for the other technologies. They are also evolving – for 
instance Wi-Fi evolution to 6/6E/7, which may alter the 
decisions taken by network administrators and purchasers.

The global nature of the mining industry means that 
regulatory factors are highly site-specific (or country-
specific) – often involving policymakers who may not be 
on the forefront of trends in networks or spectrum. This 
means that mines are likely to have network choices made 
partly on the basis of local factors.

Company / Location Country Sector/Purpose Spectrum/Technology *Vendors / SPs

Antofagasta Chile Autonomous trucks & other apps. 4G – band unclear Nokia

Agnico Eagle Canada Push-to-talk, IoT, vehicles, location. LTE + NBIoT 850MHz Ericsson, Ambra

Newcrest Mining Papua NG Remote machinery operation. LTE, dual frequencies Telstra Mining

South32 Australia Vehicles, IoT, employee safety. LTE Telstra, Ericsson

Boliden Sweden Remote machinery & vehicles. 4G + 5G upgrade path Telstra, Ericsson

Gold Fields Aust Australia Critical voice, SCADA, staff Internet access LTE in 1800MHz Challenge Ntwks, 
Nokia, Cisco

Zinkgruvan Sweden Critical comms, remote machines, 
Positioning of staff & assets

LTE + BLE beacons, 5G 
upgrade path Athonet, Telia, Mobilaris

VALE Brazil
Multiple mines, autonomous & remote 
vehicles, geotechnical sensors, worker 
safety.

4G LTE in 2100MHz + 
testing 5G. Also public 
4G for local community

Vivo Brasil + Telefonica 
Tech + Nokia

Minera las Bambas Peru Critical comms, safety solutions, 
automation Private LTE Nokia, Telefonica

Norilsk Nickel Russia Autonomous mining, remote control, 
critical voice, robotics. Private LTE + testing 5G Nokia, SPBEK, 

Qualcomm, Tele2

CODELCO Chile Video camera from crusher (test). 5G testbed Nokia

Gold Fields Chile Remote trucks & machines, drones, sensors Private LTE Nokia, Claro

NORCAT Canada Mine training & test centre – uses wireless 
for innovation, learning.

Private LTE, 5G upgrade 
planned

Nokia, CENGN, 
Ericsson

Sandvik Finland
Test mine for prototyping multiple smart 
mining systems, e.g. remote control, 4K 
video, etc.

5G standalone Nokia

Taiyuan Mining 
Innovation Lab China Innovation site for testing / developing 

smart mining solutions. Various 4G/5G systems Huawei

Table: Examples of Mining company private 4G/5G deployments/trials

Source: Disruptive Analysis
*May also feature other vendors
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There are numerous sub-
sectors and site types covered 
in this report. The mining 
industry is quite diverse in 
terms of physical environments 
requiring connectivity, as well 
as overlapping with other 
sectors such as transportation 
and energy (covered in 
previous iBwave eBooks).

The key domains requiring wireless networks include:

	ĉ Underground mining
•	 Tunnels may vary in depth and extent. Some mines 

may have 10’s of kilometers of tunnel.
•	 Including associated above-ground infrastructure

	ĉ Open mines / quarries
•	 Pits and strip-mining
•	 Cranes, excavators, trucks etc
•	 Including tailings and stockpiles
•	 Rehabilitation areas after mine 

closure
	ĉ Permanent buildings and structures, 

including:
•	 Processing plants (such as crushers, 

mills, tanks, smelters)
•	 Vehicle storage and maintenance
•	 Offices
•	 Accommodation
•	 Onsite power stations

	ĉ Rail and transportation
•	 Transfer stations
•	 Dedicated roads and railways
•	 Ports and terminals 

	ĉ Exploration and development sites
•	 Remote drilling and prospecting / geoscience
•	 Mine-site during construction

	ĉ Other sectors, such as sub-sea mining

Any given mine may have multiple zones corresponding 
to these categories. These may be closely located to 
each other – and thus perhaps covered by a single 
network infrastructure – or could be spread out over many 
kilometers, or perhaps greater distances still where there 
is a railroad to a port or processing unit.

Definition of the sector

Many different classes of mining environment

ABOVE GROUND / PIT MINING UNDERGROUND MINING VEHICLES & STOCKPILES

PROCESS PLANTS TAILINGS / PONDS PORTS MINE RAILWAYS

November 2022  I  Copyright Disruptive Analysis Ltd 2022

Taken together with the multiple use-cases described 
later in this eBook, it should be apparent that private 
wireless has many opportunities in mining – but these will 
often need good understanding of the sector, as well as 
partnership and collaboration between suppliers, service 
providers and specialist integrators and installers.
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The mining industry faces a broad set 
of underlying trends and transformation 
drivers, shifting it towards connectivity 
and especially private wireless networks. 
Some, such as macroeconomic 
unpredictability, are external and 
common across multiple industries, 
while others such as decarbonisation 
and safety have very specific impacts for 
mining.

Various terms such as “Connected Mining” or “Smart 
Mining” are used to describe the transformation and 
adoption of new classes of IT / OT (information and 
operational technology) and the networks that support 
them.

	ĉ Improved employee safety and productivity: 
Mining has always been one of the most dangerous 
occupations, with workers facing risks from toxic 
gases, tunnel collapses, injuries from machinery 
and vehicle collisions. Improved connectivity is able 
to significantly improve safety, whether by use of 
remote-control of equipment, proximity-awareness 
or the use of geotechnical sensors to spot early 
signs of danger. Better voice and data connections 
for workers also enable multiple productivity 
improvements, bringing “the industrial app 
economy” to handheld or wearable devices.

	ĉ Climate change and decarbonisation: Over the 
next decade, the mining sector (and its downstream 
customers) will face profound change as the planet 
heads towards Net Zero carbon emissions. Old 
facilities will close, new ones will be built, and 
improvements to operations will be widespread. 
Some minerals will fall in importance (notably coal), 
while others will increase – for instance lithium used 
in batteries, uranium for nuclear energy and copper 

Key trends, 
challenges and 
market drivers
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for electric cabling and motors. All of the new plants 
– and many old systems – will need more connectivity 
for monitoring, control and data-collection. There will 
be emphasis on reducing energy used for vehicles, 
equipment and ventilation. Localised wireless networks 
will be an important element for many sites – or 
indeed, national or wide-area private networks.

	ĉ Cybersecurity: The mining industry is a tempting 
target for various bad-actors, from nation states 
looking to control supply of strategic minerals, to 
environmental activists or ransomware bandits. 

Security challenges are becoming multi-layered and 
highly complex. Old IT and operational systems will 
be strengthened or retired if they have vulnerabilities, 
while networks will be closely watched for resilience 
and redundancy. Private wireless networks may be 
used as backups in case of failure of fibre or other 
links, and may also reduce risk associated with older 
proprietary systems. 

	ĉ Data and analytics: Asset utilisation rates have 
often been low in the mining industry. Coupled with 
high fixed costs, this can make operations difficult 
to monetise profitably. Mining companies are now 
rapidly transforming legacy analogue infrastructure 
and manual processes. Better-connected equipment, 
IoT sensors and video input can improve asset 
management, enable fault detection, improve 
productivity and resource allocation, extend mines’ 
working lives, help diagnostics, and optimise 
maintenance. New analytical and AI/ML tools can be 
expected to help target exploration and maximise 
yields from existing mines. However, the vast amount 
of data will require much more performant and robust 
networks in the past, including collection from remote 
or mobile sensors requiring wireless connectivity.

	ĉ Geopolitics: Like many industries, mining is having 
to deal with ongoing shifts in the international 
political arena. Some countries and sectors have trade 
restrictions and embargoes. Taxes, tariffs and import 
regulations have constant shifts. Certain minerals 
are seen as strategically important – such as rare 
earth metals – and may see new mines opening to 
reduce dependence on concentrated global supplies. 
Some governments demand clarity on employment 
and environmental compliance across entire supply 
chains. This means that mines have to deal with 
more paperwork, and also maintain better records 
and traceability of materials and equipment. This is 
inherently more data- and network-intensive. 
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Scenario-based planning can be used to optimise this 
type of approach. This is all made much easier if they 
are wirelessly connected, rather than reliant on fixed 
cables or fibres.

	ĉ Value & supply chain integration and flexibility: 
There is interest in some mining companies – and 
some countries issuing licenses – in integrating 
multiple layers of the minerals/metals value chain. This 
necessitates much tighter supply-chain monitoring and 
management, so that diverse input materials can be 
delivered to downstream processors without the need 
for huge inventories. In addition, recent fluctuations in 
shipping capacity and cost, as well as variable supplies 
of equipment, has increased the need for operational 
flexibility and agility. Again, this is data- and network-
intensive, with connectivity required both across a 
given site’s systems and externally to other locations 
and collaborating organisations.

Broadly speaking, all these trends create a greater 
requirement for connectivity, control and information 
flows. In addition, none exist in isolation – many are 
interlinked, and will require a holistic network fabric 
extending across the entire site and beyond. Combined, 
all of these broad factors, as well as company- or country-
specific trends mean that networks need to be:

	ĉ Price fluctuations: Pricing of minerals – and therefore 
mine profitability – can be highly volatile. Demand 
patterns are hard to predict, especially in times of 
economic uncertainty and recession. The global 
pandemic and regional conflicts (and the geopolitical 
fallout) have further contributed to pricing swings. This 
means that mines need to control costs at all stages of 
their lifecycles, and perhaps scale operations up/down 
according to the market.

	ĉ Environmental and governance concerns: Beyond 
decarbonisation, mines are at the forefront of 
many other aspects of environmental regulations 
and obligations. Water and air pollution need 
tight monitoring, both for active mines and after 
decommissioning. The growing role of ESG concerns 
among investors and governments will likely lead 
to further need for data collection, monitoring, and 
provable responses to emergencies or problems. There 
are also more needs to engage with local communities, 
both to provide economic support and to ensure 
acceptance of disruptive mining activities.

	ĉ Equipment mobility and reusability: There is 
considerable interest in mining in the ability to move 
equipment around a site, or to a different site entirely. 
As specific ore resources reach the ends of their useful 
life, asset value and productivity can be enhanced by 
redeploying machinery and sensing/control systems. 
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	ĉ High-capacity (for both uplink and downlink) and low-
latency

	ĉ Standardised where possible, with a diverse supply 
chain

	ĉ Using widely-adopted and easily-learned skill-sets
	ĉ Available widely, either as-a-service, or on a privately-

owned basis. Ideally, this will be true both within 
countries and globally.

	ĉ Secure to a broad array of risks, as well as resilient in 
the case of emergencies.

	ĉ Mobility-capable, and easing the rapid addition of new 
sites/users and applications

	ĉ Lower (or at least predictable) costs per-site or per-
device.

Historically, many mines have had technology “silos” with 
separate communications tools and networks. Wireless 

networks have been very important, given the large areas 
and mobility involved, but have practical challenges 
because of shifting topography and radio propagation 
challenges. Mesh systems, either based on Wi-Fi or similar 
802.11 technologies, have often been used, but have 
constraints, especially for vehicular coverage or extended 
tunnel networks.

Thus while mining companies will still frequently use 
traditional forms of connectivity – notably fibre for critical 
assets or Wi-Fi for office-based locations – there will be 
a growing demand for cellular connections, using either 
4G or 5G technologies. Often multiple technologies will 
be used in combination, such as satellite backhaul for 
remote sites’ local wireless connections, or Wi-Fi gateways 
connected via 5G.

Key use-cases for private 
wireless networks in mining
Given the industry structure and changes outlined above, there are two layers of questions to address in this report:

	ĉ What use-cases are suitable for cellular 4G and 5G connectivity?
	ĉ When is a private 4G/5G network more appropriate than a public network service from an MNO/carrier?

This section highlights some of the emerging use-cases that can benefit from cellular connectivity. While there are likely 
hundreds of applications overall – and some such as general office IT are omitted for conciseness – the following are 
typical of the aspirations of many companies in these sectors. 

 Remote Control of Drilling, 
Excavation & Other 
Equipment

The central function of mines is the 
extraction of rocks, ores and minerals. 
This requires a broad range of drills, 
shearers, excavators, tunnel-boring 
machines, conveyors, lifts and their 
associated controls. These work both 
on surface pits and underground. 
A large mine can have hundreds of 
machines of varying size and function.

An increasing number of machines 
and items of equipment are 
connected for remote control or 
autonomous operation. It may be 

Worker Safety
Proximity, lone-worker & 

safety-stop functions

Autonomous Vehicles

Mining trucks & trains

AR/VR
Augmented & 

virtual reality for training

Operational Awareness
Status of machinery,    
workers & stockpiles

Remote Control
Machinery operators in safe 

central control rooms

Machine Vision
Image-based AI for safety & 

geotechnical monitoring

Smart ventilation
Improved airflow with lower 

power consumption  

Location
Precise asset-tracking 

& positioning

Environmental Sensors
Detection of gases, water 

leaks, landslides, etc.

Critical communications
Staff voice & video 

communications

Digital Twins
Sensor data & virtual plant 

models

Video Surveillance
Site security

New IT / OT applications in mining for private wireless

November 2022  I  Copyright Disruptive Analysis Ltd 2022

+ vehicles, drones + 100s more
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possible for workers to be 
located in centralised control 
rooms, rather than needing to 
travel to the cutting site – which 
could be deep underground and 
along miles of tunnel. This is both 
safer and more efficient – the 
same specialised worker could 
remotely conduct operations in 
many places on the same shift, 
rather than needing to shuttle 
between them.

This requires cameras, telemetry 
and monitoring systems, as 
well as data collection and 
analytic platforms. There may be 
collaboration between groups of 
machines and operators. There 
are stringent safety controls, 
especially where personnel are 
present in the same location 
as automated machines. While some can use fixed/
fibre connections, the nature of mine sites means that 
equipment moves frequently – so using wireless improves 
efficiency and minimises downtime for re-wiring.

Mine operation centres need excellent centralised control 
and visibility of systems and machines to ensure safe 
operation, optimise productivity and deal rapidly with 
unexpected events or emergencies. In future, remote 
operators may use augmented-reality screens or headsets, 
while AI-type systems may optimise vehicle routing for 
lower energy consumption or alter the dig pattern to 
improve yields.

Remote and wireless controls require high bandwidth for 
video-cameras and associated data streams, with low-
latency to minimise lags. In some cases, edge-computing 
functions may be used optimise actions taken at the 
drill-face or by vehicles. Other operational items such as 
rock-bolts may be made “smart” with wireless sensors to 
warn against imminent risks of collapse.

Safety-Critical Communications

Personal communication is essential for safe and 
productive mining operations, especially in remote, 
dangerous and underground environments. There is a 
great need for push-to-talk (PTT), industrial phones in 
fixed locations, alerting systems and ever more video-
based communications. Because the nature of mining 
operations, with complex physical topography, such 
systems need to work inside tunnels and pits, around 

piles of rocks, as well as inside machines and vehicles with 
heavy metalwork. Local (on-site) connectivity and call-
control is essential, as many mines are in remote areas 
with no reliable connection to public mobile networks.

Under normal situations, workers will use mission-
critical PTT and PTV (push to video) to determine 
actions, problems and coordinate teams. Operators and 
dispatchers must also react promptly to emergencies 
and identify potential problems. The nature of crisis 
management means that protecting workers puts a 
premium on reliable voice and messaging systems. In a 
dangerous situation, miners (or automated devices) can 
send alerting messages or calls to the control centre. 
These can also track realtime health telemetry data such 
as heart-rate or blood pressure. 

Historically, such as PTT systems have typically been 
reliant on older networks such as “trunked radio” (or PMR 
– private mobile radio) and standards such as TETRA and 
P25. While highly reliable, these have limited capabilities 
beyond voice and can be expensive. Cellular handhelds 
can combine PTT with a variety of data applications and 
video.

Most cellular MC-PTT systems are currently optimised 
for 4G LTE networks but are being updated for 5G. In 
addition, there may also be a need to inter-operate with 
the normal telephony networks as well, for instance for 
business interactions between mine sites and HQ offices, 
as well as contractors, transportation companies and other 
suppliers. 
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Oversight and automation of haulage, 
loading and train operations

Mines have huge transportation requirements, both on-
site and for outbound shipping. Depending on the size 
and structure of the site, some can use belts for moving 
ore from the mining-face directly to processing, stockpiles 
or loading zones. However, many others need huge trucks 
or other vehicles. 

Transportation of ore or part-processed minerals from 
the mine’s location to ports, further processing plants or 
supply-chain locations is a central element of the industry. 
Efficient and safe systems to load trucks, train cargo 
wagons or ships is a major focus of site infrastructure 
operations. This links to further requirements to automate 
and optimise stockpiles and other storage space on-site.

In recent years there has been significant investment and 
innovation in automation of mine transport systems. This 
includes both fully-autonomous and remote-controlled 
operations. Typical haulage roads and dedicated train-
tracks are simpler than the public road/rail networks 
and subject to different regulatory controls and safety 
regimes. This means fewer variables for an automated 
system – and earlier adoption of self-driving machinery.

This requires extensive real-time monitoring and 
reliable connectivity. There are needs for telemetry 
from the automated systems and video surveillance 
of operations. Record-keeping is often mandated, 
requiring large volumes of data to be transmitted and 
stored. High-precision location is used for asset-tracking 
and positioning of load/unload systems. Motors and 
vehicle sub-systems may be monitored for preventative 
maintenance, or to optimise aspects such as tire-wear and 
fuel consumption. 

There is also a very high requirement for mechanisms for 
detecting humans too close to automated machines – and 
to stop operations if needed. While these may use on-
vehicle cameras and analytics software, it is likely that the 
data will also be stored for later offload or streamed as 
well. 

For all of these capabilities there needs to be broad, 
reliable and continuous network coverage, with adequate 
capacity and speed. There may also be very different 
network requirements for mine trucks navigating an open 
pit, compared to a special railway or bulk shipping port, 
while trucks may need to work on public networks away 
from the mine, if they travel on normal roads.
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Asset tracking, positioning & geofencing

Both in pits and underground mines, monitoring positions 
of equipment, vehicles and personnel in realtime is hugely 
important. There are clear safety implications where huge 
vehicles (perhaps driven autonomously) and robotic drills 
share space with human workers. Additional location-
specific risks relate to explosives, noxious gases and other 
hazards. Ideally, “geofences” can be set up, providing 
virtual safety-zones that can stop machinery or blasting 
detonations, if someone gets too close – or to warn about 
poor air quality, when linked to sensor networks. However, 
GPS signals do not work underground, or in the shadows 
of deeper pits.

Underground geolocation is especially hard, but allows 
mining operations to be fully transparent, maintaining 
data on everyone and everything. As well as realtime 
tracking, collection of time-series data can feed into 
analytics systems to help optimise mining operations. 

Private LTE/5G (and also Wi-Fi) can allow accurate 
localisation of people and assets via tags, handhelds, 
wearables or integral modems in other systems, linked to 
a 3D map of the mine and its associated radio network.

Realtime operational awareness

Mines are increasingly reliant on IoT systems and large-
scale data collection and analytics. This is necessary 
for operational optimisation (at multiple stages from 
exploration to mining to processing) and to ensure 
environmental responsibility and miner safety.

Data is collected from a vast range of 
sources, from machine performance 
(including vibration/temperature) to 
worker health and fatigue (e.g. heart-
rate and motion sensors). These can 
feed into preventative maintenance 
actions, or pre-emptive workforce 
rostering decisions. Video inputs and 
climate-monitoring systems can enable 
rapid identification of emergencies and 
appropriate responses. 

As well as fixed sites, data or video is 
also collected from wireless sensors on 
vehicles, humans or robots. Cameras 
or other devices may not be located in 
fixed places but could move on rails or 
even drones. Given large physical areas 
of mining operations, Wi-Fi may not be 
suitable, compared to 4G/5G cellular. 

Given the growing data-volumes and aspirations for 
realtime analysis, 5G low-latency capabilities will become 
more important over time.

More broadly, mining companies also need access 
to external data and integrated systems, for instance 
commodity prices, weather forecasts and transport 
/ supply-chain management platforms for the wider 
enterprise.

Taken together, operational intelligence and situational 
awareness allows for better asset-utilisation and resource-
allocation. 

Smart ventilation

Safe underground operations rely on extremely reliable 
and high-performance ventilation, providing air to miners, 
venting waste gases and potentially reacting to toxic 
chemicals. Smart ventilation enables fans and regulators 
to be controlled efficiently, with sensors monitoring air-
quality and pressure. Realtime control ensures safe air 
for workers, while improving efficiency and optimising 
energy consumption by the fans. An additional benefit is 
that this means existing ventilation infrastructure can cope 
with expansion of mining tunnels, without adding extra 
capacity.

Private LTE or 5G enables more flexibility in the location 
of sensors compared to fixed wiring, especially using 
LTE-M or NB-IoT for wide-area coverage with lower power 
consumption / longer battery life.
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Water management

Water management is essential for operational 
requirements such as equipment cooling and dust-control. 
Monitoring seepage, rainfall accumulation, waste-water 
flows, and possible contamination of the mine’s local 
environment is also important. Many mines are in remote 
or arid areas, with a huge need for efficient at reuse of 
water resources. 

Private networks have roles to play in both connecting 
pumps and systems consuming water in the mine itself, 
and also for monitoring pipelines or local water bodies 
for turbidity, algae, chemicals or fish/vegetation health. 
Terrestrial sensors and wireless connectivity may be 
supplemented with drone-based or satellite imagery.

Video surveillance

There is a growing range of use-cases for video 
monitoring in mining. Surveillance is used for mining 
operations, perimeter security, theft-prevention, fire 
and smoke detection (especially by thermal cameras) 

and situational awareness of personnel and vehicles. 
Increasingly, video analytics can feed directly into 
automated systems and rapid decision-chains on-site. 
Wireless connectivity can enable realtime, high-definition 
streaming across wide areas both on the surface and 
underground.

In some cases, cameras could be mounted on tracks or 
rails, or small mobile robots, for periodic inspections 
across multiple tunnels or areas of interest. 

Realtime video is also used to monitor the geotechnical 
safety of stockpiles and mine-tailings – the waste material 
often collected in piles or pools on the site. There have 
been dangerous instances arising from dam collapses, 
landslides or other breaches. 

There is also a requirement for long-term video 
surveillance after a mine has closed or has been 
mothballed. Thermal cameras can provide intrusion 
protection and also limit costs from investigating false 
alarms in remote areas. Underground tunnels and 
mineshafts can also be monitored with for collapses and 
other risks.

Wireless VR-based training and assistance

The mining industry can be one of the most dangerous 
occupations for workers. Immersive AR and VR-based 
training can yield significant advances in occupational 
health and safety training, especially for new hires. Miners 
and vehicle operators can acquire and practice effective 
behaviour in a controlled, safe environment – either onsite 
at the mine site, or at a dedicated training facility. VR 
training environments can be collaborative, with peers 
or more experienced personnel working “alongside” 
trainees.

An example of a training scenario could involve setting 
and detonating explosives for blasting works – a 
dangerous operation especially underground, because 
of methane gases and the risks of tunnel collapse. VR 
training can enable practice for this type of complex, 
multi-task operation, linked to digital twins or 3D maps of 
the mine.

As well as training situations, AR tools may also be useful 
for operational tasks such as equipment maintenance, 
vehicle loading or site construction. Use of special glasses, 
or just superimposed tags on a tablet screen, can improve 
efficiency or allow hands-free operation of machinery 
and tools. Underground workers could also use “smart 
helmets” with AR capabilities to communicate with above-
ground colleagues, for instance for remote technical 
assistance.
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Connected AR/VR devices may use either cellular or Wi-Fi 
connections. In general, outdoor and “in-field” use are 
more likely to be 4G or ideally 5G for lowest latency and 
coverage. Use in classroom or other indoor settings is 
more likely to rely on Wi-Fi. Low latencies are especially 
important to reduce the risk of “VR sickness” that affects 
some people using immersive technology. Haptic controls 
which give touch/force feedback can improve the realism 
of the experience, but also need very fast response times. 
 

Private vs. 
public wireless 
networks
Private and local cellular networks are helping mines’ 
connectivity evolve. Initially these have mostly been 
built with 4G technologies, but now increasingly 5G 
deployments and use-cases are becoming more practical 
and desirable, with lower latencies and higher network 
capacities. 

There are various approaches to building cellular networks 
at mining sites:

	ĉ Pure private-network 
deployments by the mining 
company itself or systems 
partners, using local or 
unlicensed spectrum.

	ĉ MNOs deploying 4G/5G 
infrastructure as a custom 
project, in some cases 
through dedicated mining-
services business units. This 
can either use their own 
existing national spectrum 
bands, or new localised 
licenses if more appropriate.

	ĉ Specialised network 
operators servicing mining 
and other industrial sectors, 
either with local / regional 
spectrum of their own, or 
using leasing arrangements 
with national MNOs.

	ĉ Private networks-as-a-service offered either by 
specialist integrators, or increasingly linked to major 
cloud platforms, using integrators and other channels 
to market.

Given the remote sites of most mines, there is a limited 
role for MNOs using their “normal” national macro 4G/5G 
coverage, although their existing networks may work 
for certain operations such as telematics for trucks, or 
telephony and Internet access for above-ground workers, 
or accommodation in nearby communities.

While coverage issues tend to dominate here, it is not 
the only rationale for private cellular. Looking across 
different industries, there are many other company- and 
application-specific reasons that drive firms to look at 
dedicated wireless solutions. 

There are five top-level rationales:

	ĉ Coverage
	ĉ Control
	ĉ Cost
	ĉ Cloud integration
	ĉ Compensation (or monetisation)

The following sections describe these in greater detail. 

Demand: The 5 C’s of Private Cellular... Applied to Mining
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Coverage 

The core reason for using private 4G/5G rather than public 
MNO services is the limitations of network coverage. 
MNOs tend to deploy network assets in areas with high 
population density, or along main roads. 

As mines are often located in remote regions, where 
national MNOs (mobile network operators) often have 
poor macro-cellular coverage, dedicated systems are 
commonplace. Many important mine-sites are also located 
in countries or regions that have not yet deployed 5G, or 
even good-quality 4G networks.

Underground tunnels obviously need customised, local 
wireless connectivity. Deep pits also represent significant 
challenges for propagation, with local small cells or radio 
heads required to deal with shadowing effects. The nature 
of mining means that site topography may change over 
time, with large amounts of rocks being moved, or metal 
structures being deployed. Blasting operations may mean 
that network infrastructure might need to be moved 
temporarily. Drones used for observation may need 
aerial wireless coverage at significant altitude. Dedicated 
roads, private rail-tracks and 
port facilities are likely to be 
outside most MNOs’ normal 
planning and deployment 
priorities. 

Taken together, mining 
represents a unique set of 
challenges for coverage, which 
push the industry towards 
creating dedicated systems 
rather than relying on public 
network provision.

Control

Owning, specifying and/or 
operating private wireless 
allows mining companies 
to define and optimise 
many network parameters 
themselves, taking direct 
responsibility for security, 
reliability, performance and 
reporting. 

They can choose their own 
mechanisms for redundancy 
and cybersecurity, aligning 
with sector-specific best 

practices and regulations, or the requirements of vehicles 
and specific analytical compute functions. For demanding 
applications like streaming video or low-latency remote-
control of machinery, they can customise and optimise 
radio resource management and redundancy. 

For instance, high-definition cameras need more uplink 
capacity than may be available on public networks, 
especially in TDD (time-division duplex) spectrum bands 
primarily intended for consumer usage of streaming media 
and downloads.

Increasingly, mines need higher-performance networks 
than in the past – whether those were delivered with 
Wi-Fi or various proprietary systems. Autonomous and 
remote-controlled vehicles need full support of mobility 
without drops or pauses between wireless nodes. Latency 
is increasingly a focus, given automation of realtime 
processes and time-sensitive operations. 

Private cellular also allows for local control and security 
measures to be enacted, by use of on-site core network 
elements.
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Cost

Generally speaking, the costs of wireless networks for 
mines is a comparatively small proportion of overall site 
expenditure on capex and opex. There may be some 
pricing advantages of private 4G/5G compared to older 
radio systems or microwave links, but the real benefits 
may come from the ability to connect more endpoints – 
whether those are IoT sensors, modules for vehicles and 
machinery, or higher-specification handhelds for workers 
which can support data and productivity applications.

In some cases there may be some more hard savings 
compared to public MNO services, or perhaps in reducing 
some use of satellite connections.

Cloud

In the wider enterprise marketplace, there is a growing 
link between enterprise private wireless and cloud 
platforms, as many software elements such as network 
cores are delivered via virtualisation and containers, 
rather than physical appliances. Mining companies are 
also increasingly using cloud-based IoT or AI platforms, 
perhaps delivered via edge-computing capabilities. 

There are significant synergies between cloud 
infrastructure and private wireless, for instance where an 
on-site node can support the core network function for 
private 5G, as well compute. 

More broadly, cloud-based solutions used for running and 
optimising operations – or perhaps enabling preventative 

maintenance or enhancing workers safety – use far more 
data, from many more sensors, machinery, cameras and 
input sources. This inherently needs networks with better 
coverage and much greater capacity – as well as support 
of mobile end-points such as vehicles or wearables.

Compensation / Monetisation 

While some sectors use private networks as a potential 
source of revenue, for instance from 3rd party tenants 
onsite, that is less true of the mining industry. In some 
cases there may be external users from contractors, or 
perhaps independent processing companies and others 
sharing the same site and wireless systems, but it seems 
unlikely that many mining firms will directly monetise their 
networks.

The main financial incentives for private 4G/5G will 
come from enhancements to productivity, better asset 
management and resource-allocation, and perhaps lower 
downtime.

There is also an opportunity for mining system suppliers 
to leverage private networks – for instance, truck 
supplier Scania uses vehicle connectivity as a basis for 
subscription-based services such as its “site optimisation” 
toolset.

One other angle to consider is that of the government that 
licenses the mining sites and operations. In some cases, 
mining represents a sizeable contribution to national 
income and employment, both through license fees 
and additional taxes and royalties. This may incentivise 

the regulatory 
authorities to issue 
specific spectrum 
to mining firms for 
wireless networks, 
as they see the 
opportunity 
for additional 
economic benefits 
elsewhere.
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Network deployment 
decisions and practical 
considerations
This section considers a number of practical and technical 
issues relating to deploying private wireless networks in 
mines:

	ĉ Spectrum options
	ĉ Planning and design considerations
	ĉ Network technology diversity

Spectrum

A key ingredient for mine sites’ private networks is access 
to suitable spectrum for 4G/5G. This introduces a huge 
range of trade-offs in terms of coverage, capacity, cost, 
device availability – and also politics and regulation. 

For wide-area coverage, sub-1GHz bands have the best 
range for private wireless, especially for supporting critical 
communications capability for voice and basic data / 
control systems or broad IoT networks. 

Mid-band spectrum between 2-6GHz is generally optimal 
for mid-size private networks such as specific sites up 
to 10km scale, but can also be extended for broadband 
along roads, rail-tracks or pipelines. 

Although higher mmWave bands are widely discussed 
for 5G, they have poor propagation and generally very 
short range, although capacity is huge. For mining 
they currently have very limited applicability, although 

potentially could be used 
in processing plants or 
for specific underground 
applications.

Historically most spectrum 
suitable for cellular networks 
has been awarded on an 
exclusive regional/national 
basis to public mobile 
operators (MNOs), often 
through auctions procedures. 

Mining companies have 
typically used different 
(non-cellular) bands for 
their fixed wireless links in 
specific locations. For critical 
communications, LMR/PMR 
systems have used low-
frequency, low-capacity bands 
suitable for push-to-talk and 
little more. 
 
In some cases, industrial-
focused network operators 
have been able to acquire 
tranches of spectrum suitable 
for private networks, especially 

Spectrum options for private 4G/5G networks in mining

November 2022  I  Copyright Disruptive Analysis Ltd 2022

MNO uses own band for mining 
clients’ private networks

	ĉ MNO enterprise unit builds/runs networks for mining client

	ĉ May be dedicated local network or partly shared with public 4G/5G

MNO leases spectrum at remote 
mine sites for private use

	ĉ MNO arranges a commercial deal with private network 

	ĉ Uses mainstream national band in remote / underground location

Regional licenses available in 
mainstream national spectrum bands

	ĉ Regulator offer regional / remote area licenses in normal bands

	ĉ Affordable by specialists providers through normal auction process

Industrial / shared-license spectrum 
available in country

	ĉ New bands & licensing regime aimed at industrial / vertical networks

	ĉ Examples of US CBRS, German 3.7GHz & growing set of others

Unlicensed spectrum bands, 
e.g. 2.4 / 5 / 6 / 60GHz

	ĉ Mostly used for Wi-Fi or industrial mesh technologies, or FWA

	ĉ Can also be used for some private 4G & 5G deployments
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in countries that auction regional licences, such as 
Canada, Australia or in Norway’s offshore economic zone. 
This has been used for mining and oil/gas connectivity by 
various providers. 

Mining companies have sometimes been able to obtain 
special licenses for remote areas, by negotiating with 
MNOs or regulators, or where governments have 
decided they constitute important national priorities. 
For underground mines, there is obviously no risk of 
interference with the macro networks, so operators’ 
spectrum departments tend to be more accommodating 
if there is a financial gain to be made.

However, these arrangements are the exceptions. 
Historically, most enterprises, or specialist systems 
integrators, have had little direct access to such 
mainstream mobile bands, while few devices have 
supported more unusual frequency options that might 
have been available. 

This situation is now changing significantly across much 
of the world, as more bands are being made available, 
while 4G and 5G device and network equipment 
support for multiple bands is more common. A growing 
number of countries are making sections of mid-band 
spectrum available for mining companies (as well as 
other enterprises). Typically this is based on some form 
of spectrum-sharing, with either manual or database-
driven licensing for specific areas and band rights. The 
best-known schemes are those in the US (CBRS), Japan, 
Germany and the UK, but many other countries are 
exploring similar options (for instance Saudi Arabia and 
Canada).

There is also growing interest by some mainstream 
MNOs in setting up specialist mining business units or 
competency centres. These typically build networks using 
their nationally-licensed spectrum, but with bands that 
are often left unused in remote regions – for instance 
Telefonica’s Vivo arm using its 2.1GHz allocation in Brazil.

Table: Examples of Transport  /Logistics private 4G/5G deployments/trials

Country Spectrum bands Licensing model

US 3.55-3.7GHz
Tiered licensing & dynamic access via automated SAS (Spectrum Access System) providers. 
Priority Access Licenses were auctioned on a county level basis. General Authorised Access is 
widely usable 

Germany 3.7-3.8GHz
Reserved for localised private network licensing, either with 4G or 5G equipment. Licensees 
can request rights for specific locations from the national regulator – typically for campus-sized 
facilities

France 2.6GHz
3.8-4.2GHz

40MHz section of the 2.6GHz band has been made available for critical communications and 
industrial broadband use. New use of local licenses in Ban 77 is evolving & may be extended

UK
3.8-4.2GHz
1.8GHz
2.3GHz

The 3.8-4.2GHz band is available for local 5G use, subject to protecting incumbent licensees. 
There are also small allocations at 1.8GHz and 2.3GHz. Another class of licenses is available for 
agreed secondary re-use of existing MNO bands in specific locations where they are unused

Japan 4.6-4.9GHz Local 5G licenses

Australia 1.8GHz 30MHz set aside for enterprise & community groups

Finland 2.3GHz
26GHz Local licenses for industrial networks & other use-cases

Chile 2.6GHz Local networks widely used for mining. Also, participation of MNOs allows use of national-
licensed bands.

Denmark 3.7GHz Leasing from MNOs is possible, albeit rare

Canada Various bands possible 
or under consultation

Remote areas have industrial SPs with various licenses around 700-950MHz, but Canada also 
considering CBRS-type models

Taiwan 4.8GHz

China
Various bands with 
MNO or government 
permission

Common participation of China Mobile and other MNOs in industrial projects, with 
government support on spectrum availability

Source: Disruptive Analysis

Some examples of local spectrum accessible for the industry include:
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It is also worth noting the potential for using unlicensed 
bands at 2.4GHz, 5GHz and increasingly 6GHz as well 
for private 4G/5G – although the lack of interference 
protection may limit the scope for mission-critical 
applications.

Planning and design considerations

Private networks in mining environments are often very 
different to those installed in more predictable locations 
such as factories, ports or warehouses. This means that 
planning and design is a highly specialised and site-
specific task, especially where new technologies such as 
5G are being tested or deployed.

Some of the considerations that integrators and service 
provider staff need to deal with include:

	ĉ Physical scale: Mining plants can cover areas of 10km+ 
in radius, plus additional road/rail access and sites like 
processing halls, powerplants and ports. Underground 
tunnel networks could be 10’s or even 100’s of km in 
total length. This presents significant challenges for 
planning and network design.

	ĉ Ubiquity and reliability: The use of private 
networks for critical communications and remote/
autonomous control of huge mine vehicles and 
dangerous machinery means that coverage gaps are 
unacceptable. This may imply redundancy so that 
any location has line-of-sight to two base stations, or 
extensive (and ongoing) planning and testing.

	ĉ Metalwork: Wireless propagation in mines is likely to 
be impacted by the physical nature of machines and 
structures – mining trucks weighing 400 tons, metal 
used for cranes and conveyors – and even metal ore in 
tunnel walls. 

	ĉ Underground and pit environments: Clearly the most 
difficult aspects of radio propagation and coverage 
relate to mines’ physical topography – deep pits, 
underground tunnels and shafts, or isolated roads and 
railways. Thorough surveys and designs are essential.

	ĉ Network changes: Mines are highly dynamic 
locations, with wireless requirements changing 
significantly over time. New mining seams and 
underground tunnels may be opened, with older ones 
closing and machinery moved. New access roads may 
be built, or pits deepened and extended. This means 
that wireless planning may be an ongoing process.

	ĉ Explosives and gases: On many sites, mining 
companies use explosives for blasting rocks. This 
means that equipment may need to be move 
temporarily to avoid damage, while there may need to 
be specific designs and certifications (such as ATEX) to 

avoid dangerous RF emissions or electrical sparks that 
could ignite methane leaks.

	ĉ Backhaul constraints: Some mine sites may not have 
good fibre connectivity for backhaul and transport 
to the main telecoms network. They may be purely 
remote, with a dependency on satellite or long-
distance microwave links.

	ĉ Above-ground wireless: There is increasing use of 
drones in mining for security surveillance, monitoring 
environmental conditions, or calculating stockpile 
levels. This may mean that private networks need to 
provide coverage above-ground as well as below-
surface.

	ĉ Fibre and core architecture: There are likely to be 
constraints on where fibre can be deployed, both 
above-ground and below, and also where there are 
safe locations for core network elements, edge-
compute and optical transport. This may in turn define 
parameters for locations of radio units and other 
assets.

	ĉ Diverse applications: Private networks need to be 
able to cope with high-throughput data (for instance 
from cameras monitoring safety-related areas), as well 
as widely-dispersed IoT sensors requiring low-power 
consumption and generating small amounts of data. 
Some uses are fixed, some mobile. This may mean 
the mines have to combine broadband 4G/5G with 
narrowband LTE-M or NB-IoT.



Network diversity

While private 4G/5G is clearly becoming more important 
in mining, sites will remain highly “diverse” in terms of 
network technologies deployed and used. A typical site 
may incorporate:

	ĉ Private 4G/5G as described in this report
	ĉ Public 4G/5G coverage in some places, especially 

accommodation and any nearby roads and 
communities

	ĉ Wi-Fi, especially in indoor areas such as warehouses 
and offices

	ĉ Industrial mesh networks – often similar to, or 
integrated with, Wi-Fi

	ĉ Proprietary networks relating to specific machines, 
drones or vehicles

	ĉ Low-power wireless networks such as LoRa used for IoT 
sensors

	ĉ LMR / PMR radios such as P25 and TETRA
	ĉ Bluetooth for location/positioning beacons

	ĉ Fixed microwave links
	ĉ Satellite options, which are rapidly evolving from niche 

uses, to supporting broadband wireless, low-power IoT 
and direct-to-smartphone connections

	ĉ Various types of fixed and fibre connectivity, especially 
for static equipment.

Many of these network technologies are embedded into 
legacy systems or are supplied by specific vendors. Few 
will be switched off and replaced overnight with 4G/5G, 
even where that is an intended direction – there will likely 
be a migration period and perhaps hybrid solutions.

This means that mining operators, integrators and 
service providers will likely need to deal with diverse, 
heterogeneous networks – which may add costs and 
certainly skills requirements. Nevertheless, progress 
towards private wireless (and especially 4G/5G) is certain 
– and essentially for future mining productivity, safety and 
sustainability.
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